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) PREVENTING AND RESPONDING TO

FINANCIALLY DRIVEN
ONLINE CHILD SEXTORTION

A GUIDE FOR PROFESSIONALS SERVING
CHILDREN AND YOUTH

/
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WHAT IS FINANCIAL SEXTORTION?

Sextortion occurs when offenders threaten to

WHAT TO DO IF YOU OR

YOUR CHILD IS A VICTIM é@ expose and share acquired sexual images or
STEP 1: Remember, the OFFENDER is V vidgos of minor; pl..lblicly or with the victim'’s
to blame, not you or your child. friends or family in exchange for money.
STEP 2: Get HELP before deciding WHY IS IT A PROBLEM?
whether to pay money or otherwise Reported cases have increased from 1
comply with the offender. case in 2019 to 7,777 cases in 2022 and
Cooperating or paying rarely stops over 20,000 cases in 2023.
the blackmail and continued

harassment.

e o
STEP 3: REPORT the offender's ﬁfw

WHAT HAPPENS?

Sextortion threats are usually aggressive and
insistent, and even if they receive payment,
offenders often release the explicit or sexual
content.

account via the platform'’s safety
feature and law enforcement

inmediately.

STEP 4: BLOCK the offender and DO TACTICS USED BY OFFENDERS

NOT DELETE the profile or messages e Developing a bond with the victim by establishing
because that can be helpful to law a friendship/romantic relationship.

e Threatening to create sexual images or videos
of the child using digital-editing.

e Pretending to be younger and/or a member of the
opposite sex.

enforcement in identifying and
stopping them.

IMPACT ON VICTIMS
LN, Victims feel too frightened,
x% :

C confused, and ashamed to Teenage boys have been the most common
ask for help or identify the 93% targets in recent cases. In 2022, male victims
abuser, leading to severe represented 93% of financial sextortion victims.

psychological effects.

FEDERAL LAWS DO NOT SPECIFICALLY TARGET SEXTORTION
CAMPAIGN PUTTING AN END TO THE ONLINE
EXPLOITATION OF CHILDREN: Legislators must enact laws defining and
PREVENTING VICTIMIZATION AND criminalizing financial sextortion, covering
) o coercion, explicit content, financial exploitation,
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STRENGTHENING CHILD PROTECTION SYSTEMS




